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Abstract

The Networks security is critical issue and represents a challenge to professional systems
developers in protection against diverse attacks. The study deals specifically with network
security and exactly evaluate performance analysis of networks.

The objective of study to find good analyzing networks configuration to achieve excellent
performance, high throughput, low packets loss rate, decreased re-transmissions data and
decreased collisions data.

The study used OPNET analysis system simulator, which is good analyse system, to
estimate the performance of new solutions to existing networks, and the simulation can
provide the time and effort.

The most important results is to evaluate the performance of the role of firewalls and virtual
private networks to provide security for the common public networks such as the Internet.
Also the findings of the ringed network under different scenarios where the research
examines the impact of asynchronous mode of transmission data and its impact on a range
of services and quality.

The study recommended using laboratory results to the output of the program and take
advantage of computer networks in real applications. The study also recommended the
development of all of its security testing and evaluation of performance of computer
networks under Opnet14.0 program environment, which is a good simulation environment

and to design models and data analysis are excellent
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Conclusion

The experiments discuss a variety of Evaluate Performance Analysis and Network
Security, networking designs and protocols. They do not require programming skills as a
prerequisite. They are generic and can be easily expanded to utilize new technologies and
networking standards. With the free, easy-to-install software, the OPNET IT Guru
Academic Edition.

Thesis discus of 5 cases which intend to be an approach to Evaluate Performance Analysis
and Network Security. It has a special focus on security issues.

OPNET IT Guru is a complete tool for this purpose and has been proved to simulate
Firewalls and VPN (Network Security and Virtual Private Networks), internet Control
Message Protocol (ICMP), Web Caching and Data Compression Improving Web Access
and Server Performance, Switched LANs, VLANS: Virtual Local Area Networks.

The scenario duplication mechanism has shown itself a powerful feature to construct the

three security schemes using a common root scenario.



Statistics and Simulation Logs compared between multiple scenarios within a same project

has demonstrated to be a pedagogical way to show whether a connection is available

between peers or not, which was a requirement to assure the correct implementation of the

security schemes.

Recommendations

The researcher recommended:

Using laboratory results to the output of the program and take advantage of
computer networks in real applications.

The development of all of its security testing and evaluation of performance of
computer networks under Opnet program environment, which is a good simulation
environment and to design models and data analysis are excellent .

Developed all laboratories in OPNET Modeler 14.5 simulation environment which
Is a network simulator that offers the tools for model design, simulation, data mining
and analysis.

Newer version of Opnet software should be considered. This is due to the limitation
of blocks in communication toolbox and block set. Even though the numbers of
block in communication block set are many, more designs of block set using opnet,

especially advance opnet software technologies are needed in that's labs .



