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Abstract:

Software-Defined Networks (SDN) represent a qualitative leap in the field of networks, due
to the advantages they have provided in improving performance and unlimited development potential.
SDN is considered the next generation of network infrastructure, as it can accomplish what traditional
networks containing a switch or router responsible for routing decisions and implementing these deci-
sions cannot. SDN has provided a separation between routing decision-making (Control Plane) and the
execution of these decisions (Data Plane), and this separation is the great evolution that software-de-
fined networks have provided. Communication between the devices in the Data Plane and the Control-
ler, which is the most important element and represents the brain of the network, is organized through
the OpenFlow Protocol, the most famous protocol in SDN technology.This research study examines the
OpenFlow protocol and explores the communication mechanism between the switch and the controller,
as well as the exchanged messages between them. Additionally, it explores the HPE van controller,
which is considered one of the important and famous controllers, to form a complete knowledge about
the components of SDN technology, which helps us propose and implement various different topolo-
gies. The experimental descriptive approach was used, and one of the main objectives of the study is to
reduce the equipment used in networks. In the current traditional networks, the switches on the network
represent 5% deviges, and the study found that the number of switches in the proposed SDN network
can be reduced to §7 devices, which reduces the cost of the network. The study recommended that the

controller, which is a central device for the network, should be protected.
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9 ity Jose saey crune NOSES 2 e e (gguaiala i 308 cLas) mangs oLl 2alall
f eV @St 1P Glgie Al ulsy @Sl Lglas s
controller=remote,ip=192.168.0.80 sudo mn—

mininet@mininet-vm:~$ sudo mn --controller=remote,ip=192.168.0.80|
* Creating network
* adding controller
UnabTe to contact the remote controller at 192.168.0.80:6653
Connecting to remote controller at 192.168.0.80:6633
rad _addinn hacte:
hl h2
#**% adding switches:
sl
ok Addin% Tinks:

A
(hl, s1) (h2, s1) T
##% configuring hosts Bl (65 395
hl h2

#4% starting controller
c0
*# Starting 1 switches
3 RS
251 s k&% crarting CLI:

- mininet>

Al 3S0d oLy gy (3.5) 3 Jsa
L3 ylay (s s Alioga 3592 Y1 (olg AL Jamy Lobl e Lgie aSTall @y BSall 000085
e 3352511 556291 IS GNIP 1 Jasy 12 1AGNIP a9 2, s @3 el g imimn
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i 2 ol 1 sy (21SON) it 5Lemtt 50,0 20 5 (11SON ) gow 5lgats 5
Lol I 2 inge g LeS 3T Jue 2 ol gl

e w0 W] e el

mininet> pingall
*¥% ping: testing ping reachability
hl -> hl
h2 -> hl
**% Results: 0% dropped (2/2 received)
mininet> ||

0323 PING ailee pangs (5.4) @@, Jsal
M olaill aga Azl 35laidl 2 LaS Fasles Ayl Gy poe Aliate 354291 ) (e STl ey

3l w35y SSErdda Pi olsia @Satll e Joially s iy piual]
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ininet@ininet-vm:~$ sudo mn --controller=remote,ip=192.168.0.100 --topo=tree, fanout=4,depth=3

Creating network

% Adding controller

unable to contact the remote controller at 192.168.0.100:6653

Connecting to remote controller at 192.168.0.100:6633

**% Adding hosts:

hl h2 h3 ﬁ4 hS h6 h7 h§ h9 h10 h1l h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h32

haB ha4 h35 h36 h37 h38 h39 h40 h4l h42 h43 h44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 hél h62
63 hé4

7% Adding switches:
sl s2 s3 s4 s5 s6 s7 s§ s9 s10 sll s12 s13 sl4 s15 s16 s17 s18 s19 s20 s21
w*% pdding links:
(sl, s2) %sl s7) (s1, s12) (sl, s17) (s2, s3) (s2, s4) (s2, s5) (s2, s6) (s3, h1) (s3, h2) (s3, h3) (s3, hd) (s4, h5)
(s4, h6) (s4, h7) (s4, h8) (55 h9) (s5, h10) (s5, h1l) (s, h12) (s6, h13) (56 h14) (56 h15) (s6, h16) (s7, s8) (s,
) (s7, le) (s7, sll) (s8 h17) (s8, h18) (s8, h19) (s8, h20) (s9, h21) (s9, h22) (s9, h23) (s9, h24) (s10, h25) (sl
0 h26) (s10, ha7) (s10, h28) (s11, h29) (sl1, h30) (si1, h31) (si1, h32) (slz, s13) (s12, s14) (si2, s15) (s12, s16) (
513, h33) (513, h34) (513, h35) (513, h36) (s14, h37) (sl4, h38) (514 h39) (514 h40) (515 h41) (515 h42) (515 h43)
(s15, h44) (516, h45) (s16, h46) (s16, h47) (s 1 h48) (s17, s18) (s17, s19) (s17, s20) (s 17, s2l) (518 h49) (518 hs
0) (s18, hS1) (s18, h52) (s19, h§3) (s19, h54) (si9, h5S) (s19. hse) (s20, hs7) (520, h§8) (s20, h59) (s20, heo) (s21,
h61) (521 h62) (521 h63) (521 h64)
Conf1ﬁur1ng hosts
hl h2 h3 h4 h5 h6 h7 h8 h9 h10 h1l h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h32
hagshag4h35 h36 h37 h38 h39 h40 h4l h42 h43 hd4 h45 hd46 hd47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l h62
c0
*** starting 21 switches
sl s2 s3 s4 s5 sb 57 s8 s9 s10 sl s12 s13 s14 s15 s16 s17 s18 s19 s20 s21 ...

#4% starting CLI:
mininet>

Starting controller

ady ssh: ChaCha20-Poly1305 31,10 31Rows. 119Cols Xterm  CAP I

m1n1net> pingall
** ping: testing reachabilit
hl -> h2 h3 h4 h5 6 7 h8 h9 h10 h1l h12 h13 hl14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
a2 hﬁi hﬁ4 h35 h36 h37 h38 h39 hd40 hd4l hd42 h43 hd4 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l
62 h63 he4
h2 -> h1 h3 h4 h5 h6 h7 h8 h9 h10 hll h12 h13 hl4 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
aézhagaha24h35 h36 h37 h38 h39 h40 h4l h42 h43 h44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l
h3 -> hl h2 h4 h5 h6 h7 h8 h9 h10 h1l h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
al hﬁ3 hﬁ4 h35 h36 h37 h38 h39 h40 h4l h42 h43 h44 h45 h46 h47 h48 h49 hS0 hSL h52 h53 h54 h55 h56 h57 h58 h59 he0 héel
62 h63 hb4
h4 -> h1 h2 h3 h5 h6 h7 h8 h9 h10 hll h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
ﬁgzhagShﬁg4h35 h36 h37 h38 h39 h40 h4l h42 h43 h44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h38 h59 h60 h6l
hS -> hl h2 h3 h4 h6 h7 h8 h9 h10 hll h12 h1l3 h14 h15 h16 h1l7 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
ﬁ? hﬁi hﬁ4 h35 h36 h37 h38 h39 h40 hd41 h4? hd43 hdd ha5 hd46 hd47 h48 hd49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h61
62 h63 h64
h6 -> hl h2 h3 h4 h5 h7 h8 h9 h10 h1l h12 h13 h14 h15 h16 h17 h18 h19 h20 h2l h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
ag2ha23haé4h35 h36 h37 h38 h39 h40 h4l h42 h43 h44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l
h7 => hl h2 h3 h4 h5 h6 h8 h9 hl0 h1ll h12 hl3 h14 h15 h16 h1l7 h18 h19 h20 h21l h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
32 h33 h34 h35 h36 h37 h38 h39 h40 h4l h42 h43 hd44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l

h8 -> hl h2 h3 h4 hS h6 h7 h9 h10 h1l hl2 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
a2 haB ha4 h35 h36 h37 h38 h39 h40 h4l h42 h43 hd44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l
62 he3 hed

h9 -> h1 h2 h3 h4 h5 h6 h7 h8 h10 h1l h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h
aézha3 ha4 h35 h36 h37 h38 h39 h40 h4l h42 h43 hd44 h45 h46 hd47 h48 h49 h50 hS1 h52 h53 h54 h55 h56 h57 h58 h59 h60 h6l
h10 -> hl h2 h3 h4 hS h6 h7 h8 h9 h1l h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22 h23 h24 h25 h26 h27 h28 h29 h30 h3l h

ch?: ChaCha?l-Paly1305 31, 10 31 Rows 119 Cole Nterm (AP R

y
Em -
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